Attachment E
Data Protection and Data Security Agreement

for Data Processing by Third Parties
Commissioned by BSH

- Commissioned Data Processing -

(hereinafter this Agreement)

by and between

TOV «BSH Pobutopva Technika»

Ukraine, 03124 Kyiv,
Building B, floor 6

10/14 Radishcheva str.

- hereinafter referred to as: “Ordering Party” or
HBSH”

and

Supplier
Address
Post code / Place

- hereinafter referred to as “Supplier™

Preamble

This Agreement specifies the obligations of the
parties under data protection law arising from the
engagement of the Supplier according to the
individual contract for the provision of services and
works resp. a purchase order made on the basis of
the corresponding general contract (hereinafter
referred to together as Individual Contract).

1. Object of the Agreement, term, choice of
law

1.1 The object of this Agreement is the collection,
processing or use of personal data of BSH
(hereinafter data) by the Supplier to the extent
required to provide the service by the Individual
Contract (hereinafter commissioned data
processing).

1.2 The term of this Agreement is determined by
the term of the Individual Contract underlying
this Agreement. This Agreement is governed
by Ukrainian law.

HdopaTtok E

[orogBip npo 3axucT i 6e3neky gaHux
nig 4yac o6pobkun gaHux Tpetimm ocobamm,
3any4yeHumu komnaHiero «6CX»

- Obpo6ka gaHMX Ha 3aMOBJIEHHS -

(mani — «uen Ooroeip»),

YKnageHun mix:

TOB «BCX lNMobyToBa TexHika»

YkpaiHa 03124 Kuis, Byn. Paguwesa, 10/14,
kopnyc b, 6 noBepx

- gani - «x3aMoBHUK» abo «BSH»

Ta

MocTtavyanbHUK

Appeca
IHoekc/Micue

- pgani — «MocTavyanbHuK» !

Mpeambyna

Llen Jorosip BM3Hayae 3060B’ss3aHHSA CTOPIH 3rigHO
3 3aKOHOM MPO 3aXUCT [aHuX, L0 BUMNMMBAKOTHL i3
3anyyeHHs llocTtavyanbHyka Ha nigcTasBi OKpemoro
KOHTPaKTy MNpO HaZaHHA MOCNYyr Ta BUKOHAHHS
pobiT Ha 3amMOBNEHHs Ha nigcTaBsi BiAMOBIAHOrO
reHepanbHOro JOroBopy (4ani pa3omM 3a TEKCTOM —
«OKpemunin [oroBip»).

1. Mpeamet doroBopy, CTPOK Aii, 3aCTOCOBHE
npaeo

1.1. NMpegmeTom uporo [dorosopy € 36ip, obpobka
Ta BWKOPUCTAHHSA  MEpPCOHaNbHUX  OaHUX
KOMMaHii «BCX» (mani — «aHi»)
MocTavanbHMKOM B 00Cs3i, JOCTATHBOMY Anst
HagaHHA nocnyr 3a OkpemMum [OOroBOpPOM
(mani — «xobpobka AaHMX Ha 3aMOBIEHHS»).

. CTpok pgii uboro [loroBopy BM3HA4YaETLCS
ctpokom OKpemoro LOroBopy, SKUA NEXWUTb B
ocHOBi uboro [orosopy. LUen [orosip
perynioeTbCcs 3aKOHO4aBCTBOM YKpaiHu.

! TepmiHv B NeBHOMY POfi 3aCTOCOBYHOTLCA OAHAKOBO [0 OCi6 Y0MOoBIYOI Ta XIHOYOI CcTaTi.
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2.6

2.7

Type, scope and purpose of
commissioned data processing

The parties have stipulated the type, scope
and purpose of the intended collection,
processing or use of data, the type of data
and the group of persons concerned specific
to the order in Annex 1.

The Supplier shall not collect, process and
use the data provided by BSH or collected
on behalf of BSH for its own business
purposes but exclusively to carry out
commissioned data processing according to
BSH'’s instructions (see section 1.1 and 4).

The Supplier shall not have the right to
produce data from BSH or copies thereof,
which may be provided to the Supplier,
without the prior consent of BSH. This shall
exclude backup copies to ensure proper
data processing, to comply with legal
obligations to provide information or retain
records or for the purpose of preserving
evidence. Data may only be passed on to
third parties in accordance with the
conditions of section 10.

The collection, processing or use of the data
by the Supplier shall occur, depending on
the stipulations in Annex 1, exclusively in the
territory of Ukraine, in a Member State of the
European Union or in another country, which
is a signatory to the Agreement on the
European Economic Area. Relocation of the
collection, processing or use of the data to a
country other than the above-mentioned
countries (third country) shall require the
prior written consent of BSH.

Processing of the data outside the Supplier’s
premises or the sub-supplier's premises
(see section 10) shall only be admissible
with the consent of BSH in written or text
form. Processing of the data in private
residences shall only be admissible in
individual cases with the consent of BSH in
written or text form.

The Supplier shall mark the data in an
appropriate  manner. If the data are
processed for different purposes, the
Supplier shall mark the data with their
respective purpose.

BSH selected the Supplier with due care,
based on the Supplier’s suitability according
to data protection law, before commencing
data processing. The technical and

2.1.

2.2.

2.3.

2.4,

2.5.

2.6.

2.7.

Tun, obcAr Ta uini o6pobkn AaHMX Ha
3aMOBJIeHHS

CTOpOHM BU3HauMnu Tvn, obcar i uini 36opy,
00pobKN Ta BUMKOPUCTAHHS OaHWUX, BUO OAHUX
Ta rpyny 3auikaBrneHux ocCib, npuyeTHUX [0
KOHKPETHOro 3amMoBreHHs, B fogatky 1.

MocTavanbHMk He Mae npaea 36upaTty,
06pobnATN Ta BUMKOPUCTOBYBATU AaHi, HagaHi
komnaHieto «BbCX» abo 3ibpaHi Big i iMeHi,
ONns BnacHux uinen BegeHHs GisHecy, ane mae
3aivicHioBaTn obpobky AaHWX Ha 3aMOBMEHHS
BUKIKOYHO 3rifHO 3 IHCTPYKUisIMM  KOMMaHit
«BCX» (guB. po3ginu 1.1 ta 4).

MocTavanbHMK He Mae npasa 0bpobnATK AaHi
BiA komMnaHii «BCX» abo ixHi Konii, aki Moxe
oytn HagaHo MocTavyanbHUKYy, oes
nonepegHboro pgoseony «bCX». Lle He
CTOCYETbCS PEe3epBHUX KOMiN, CTBOPEHUX A1
3abesneveHHss HanexHoi 06pobku paHux 3
METO BWKOHAHHA MpaBoOBMX 3000B’A3aHb

WOAO HagaHHs iHdopMmauii 4M  BegeHHs
3anuciB, a TakokX 3 MeTow 3bepexeHHs
gokasie. [aHi MOxHa nepegasatv TpeTim

ocobaM BUMKIOYHO Ha yMOBaXx, 3a3Ha4eHuX y
po3agini 10.

36ip, o06pobka Ta BMKOPWUCTAHHS OaHUX
MocTtavanbHMkoM  BigOyBalTbCA  3rigHO 3
nonoxeHHsmn [Hopatka 1, BUKIOYHO Ha
Teputopii  YkpaiHum, B KpaiHi-y4yacHuui
€sponencekoro Cotody abo B iHLIN KpaiHi, Ska
nignucana Yrooy npo €Bponencbky
€KOHOMiYHY 30HY. [lepemileHHs npouecis
360py, OOpPOOKM UM BUKOPWUCTAHHA OaHUX A0
iHLIOT KpaiHW, KpiM 3a3HayeHunx BuLle (TpeTbol
KpaiHu), BMMarae nornepeaHbLoro nMCcbMOBOrO
[o3Bony koMmnaHii «kbCX».

O6pobky paHMX no3a Mexamu MpUMiIlLeHb
MocTavanbHuka abo cybnigpagHuka
MocTtavanbHuka (gmB. posgin 10) MoXHa
30iCHIOBATM  BUMKIIOYHO 3 MMCbMOBOTO
po3sony komnaHii «BCX». O6pobky gaHux y
NPMBaTHUX NOMELLKAHHAX MOXHa 34iMICHIOBATM
BMKITIIOYHO B OKpEMMUX BuMagkax 3 nMcbMOBOIo
[o3sony koMmnaHii «bCX».

[NocTayanbHMK  Mae  HaneXHUM  YUHOM
MapKyBaTM JdaHi. Akwo p[aHi obpobnstoTbed
ana  pisHux uinen, [locTtayanbHUK MYyCUTb
MapKyBaTu [aHi BiANOBIAHO OO0 nepenbayeHmx
uinen.

Komnania «BCX» obpana [lMoctavanbHuka 3
HaneXxHUMM nepesipkaMmy nepeqj MNo4YaTKOM
pobiT, BMXOOA4MN 3 npuaaTHOCTI
MocTavanbHMka OO0 BKkasaHuMx pobiT 3rigHo 3
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organisational security measures taken by
the Supplier were incorporated in the
selection decision.

Correction, deletion and blocking of data

The Supplier shall correct, delete or block
data collected, processed or used on behalf
of BSH only at BSH’s instructions.

If a data subject contacts the Supplier
directly for the purpose of correcting,
blocking or deleting its data, the Supplier
shall forward this request immediately to
BSH. The Supplier shall support BSH in
appropriately realising possible claims for
information, deletion or blocking.

BSH’s authority to instruct according to
data protection law

Assessment of the admissibility of data
processing and the safeguarding of the
rights of the data subjects are incumbent
solely upon BSH. BSH has the right to issue
instructions concerning the type, scope and
procedure of the data processing according
to the stipulations of the General Contract
and the Individual Contract, if any,
concluded thereunder. BSH has the right
during the term of this Agreement to issue
new resp. amended instructions in written
under data protection law concerning the
instructions included in this Agreement and
its annexes.

Unless otherwise specified in Annex 1, the
Supplier's contact partner specified in the
Individual resp. General Contract shall be
deemed authorised to receive data
protection instructions from BSH.

The Supplier must notify BSH immediately
if it deems that an instruction violates data
protection regulations.

Obligations to furnish particulars, provide
information

The Supplier shall notify BSH immediately of
any cases of severe interruptions of
operations, in the case of suspected data

3.1

3.2,

4.

HagaHHA

3aKOHOM MpPO 3axMCT [AaHuX. TexHiyHi Ta
opraHisauinHi 3axoam besneku, BXUTI
MocTayanbHWKOM, 3a3HayeHoO B PpilleHHi npo
Bnbip MNMoctavanbHuka.

BunpaBneHHs, BuAaneHHsa Ta G1OKyBaHHA
AaHnxX

MocTavanbHWK Mae BUNpaBuTK, BUAanuTn abo
3abnokyBatn paaHi, 3ibpaHi, obpobneHi uu
BUKOPUCTaAHI Big iMeHi komnaHii «BCXy,
BUKITIOYHO 33 BKA3iBKOK KOMMaHil.

AKwo cyb’ekT JaHux 3BEpPTaETHCA
OesnocepenHbo A0 llocTavanbHMKka 3 METOH
BUMpPaBfieHHsi, OIOKyBaHHS 4/  BUOANEHHS
CBOiX [pdaHux, [locTayanbHUK Mae HeramHo
nepegatv uew 3anuT  KomnaHii  «BCX».
[MNocTtavyanbHMk Mae Hagatu komnaHii «BCX»
nigTpMMKy B peanisauii  3anuTiB  LWOAO
OLEPXaHHA, BuaaneHHs abo 6roKyBaHHSA
iHpopmaLii.

komnaHii «BCX» wopo
iHCTPYKUiN 3rigHO 3 3aKkoOHOM nmnpo

NMoBHOBaXXeHHSA

3axXuCT AaHUX

4.1.

4.2.

4.3.

5.1.

OuiHky pgonycTtMmocTi 00pobku paHux Ta
3axMCcT npaB cyb’ekTiB gaHWX MOKNageHo
BUKNIOYHO Ha KomnaHito «BCX». KomnaHis
Ma€ npaBO HagaBaTW IHCTPYKUiT CTOCOBHO
TvMny, obcary Ta npouegypu obpobku aaHux
3rigHO 3 MOMOXeHHAMM  [eHeparnbHOro
poroeopy Ta OKpemoro AoroBopy, yknageHux
3rigHO 3 3aKOHOM, SKWO Ue akTyarbHO.
KomnaHis «BCX» mae npaBo HagaBaTu HOBI,
BiANOBIOHUM  YMHOM  3MiHEHi  iHCTpYyKUii
NMUCbLMOBO 3riHO 3 3aKOHOM MPO 3aXUCT AAaHUX
CTOCOBHO iHCTPYKLUIN, WO MICTATbCS B LIbOMY
HoroBopi Ta gogaTkax A0 HbOro, NMPOTAroMm
yCbOro cTpoky Ail uboro Jorosopy.

Akwo B [Hdogatky 1 He 3asHayeHo iHLe,
KOHTaKTHa ocoba [locTavanbHuKa, 3a3HayeHa
B Okpemomy pgoroBopi 4u [eHepanbHOMY
OOroBopi, BBaXaeTbCH YMNOBHOBAXeEHOK AN
OoflepXXaHHSA IHCTPYKUiA Npo 3axuUCT AaHuX Bia
komnaHii «BCX».

MocTayanbHUK Mae HeramHo iHdopMyBaTU
komnaHito «bCX», AKWOo MoMy 3[0a€TbCs, O
IHCTPYKUiS  Mopyllye 3akoHOA4aBCTBO  MpPO
3aXMCT AaHKX.

3000B’A3aHHA WoOA0 HagaHHA OOKNagHoi
iHpopmauii
lMocTavanbHWK Mae HeramHo iHopMyBaTU

komnaHito «bCX» npo TpuBani nepepsu B
OiANbHOCTI, a TakoX MNpo nigo3pu Woao
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protection violations or other irregularities in
the processing of BSH’s data.

The Supplier is aware that BSH may have
obligations to provide information before
judicial authorities or state institutions or
organizations in the event of data being lost
or data being unlawfully transmitted or
knowledge of data being unlawfully gained.
The Supplier shall notify BSH immediately,
regardless of the cause, of such incidents
which become known to the Supplier within
the scope of the data processing under this
Agreement. If BSH has obligations to
provide information orto furnish particulars
concerning the processing of data under this
Agreement to a public authority or person,
the Supplier shall support BSH in this to an
appropriate extent free of charge.

The Supplier shall notify BSH immediately of
ongoing communication of the supervisory
authorities with the Supplier, if this relates to
the collection, processing or use of data
according to this Agreement. The Supplier

shall notify BSH immediately of control
procedures and measures by the
supervisory authority authorized under

Ukrainian Law. This shall also apply if a
competent authority under Ukrainian Law
investigates at the Supplier's premises. The
Supplier shall furnish particulars to third
parties (see section 3.2) and also to
supervisory authorities only after prior
agreement with BSH.

The Supplier warrants, if required by law,
that it has appointed an expert and reliable
company data protection officer, and shall
notify BSH of the contact data of the
company data protection officer for the
purpose of contacting the officer directly
(see Annex 1). The Supplier shall notify BSH
immediately if the data protection officer
changes.

Data secrecy, telecommunications
secrecy

The Supplier confirms that it is aware of the
relevant data protection regulations and warrants
that before data processing activities commence it
shall familiarise the employees commissioned to
carry out the works with the data protection
provisions relevant for them and shall instruct them
on the special data protection obligations arising

5.2.

5.3.
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NMOPYLIEHHS  3axuCTy AaHux Ta  iHWuX
nopyLleHb nig 4Yac obpobku AaHMX KOMMaHii
«BCX».

MocTavyanbHUK BU3HaE, WO KomnaHia «BCX»
MOXe MaTu 3000B’A3aHHs LWOA0 HafaHHSA
iHdbopmauil cyqoBuM opraHam Yv gepXaBHUM
ycTaHoBaM abo opraHi3auism B pasi BTpaTtu,

He3aKkoHHOI nepepadi abo  He3aKOHHOro
ofdepxaHHsl  gaHux. [locTavanbHUK  Mae
HeramHo iHgopmyBaTU KomnaHito «BCX»,

He3anexHo Bid NPUYMHU, NPO Taki IHUMAEHTN,
aki ctanu Bigomi [locTavanbHuKy nig 4ac
006pobkn gaHmx 3a umm [oroBopom. HAKLLO
komnaHia «BCX» mae 3000B’si3aHHS npo
HagaHHs 3aranbHoi abo OOKNaaHoi
iHdbopmauii cTocoBHO 00pobKM AaHMX 3a LM
[oroBopom Oyab-SKOMYy OpraHy [Oep)xaBHOI
Bnaam abo ocobi, MocTtavyanbHWk Mae HagaTu
komnaHii «BCX» 6e3KoLITOBHY NIATPUMKY B
NPUAHATHOMY 00CA3i.

[MocTtavanbHUK Mae HeramHo iHdopmyBaTu
komnaHito «BbCX» npo o0bmiH iHdopMalieto,
wo TpmBae Mk [locTavanbHUKOM  Ta
YNOBHOB&XXEHNMWN OpraHamu, WO 34iNCHIOTb
BiQNOBIOHUIM Harnsd, SKWO LUe CTOCYETbCA
360py, 0BPOOKM 4M BMKOPUCTaHHS OaHMX 3a
umm [dorosopom. [locTavaneHUK Mae HeramHo
iHdopmyBaTH KOMMaHito «BCX» npo
npouenypu KOHTponto Ta 3axoan 3 Ooky
YNOBHOBa&XEHUX 3riAHO 3 3aKOHO4ABCTBOM
YKkpaiHm opraHiB. Lle TakoX cTocyeTbcs
po3cnigyBaHb KOMMETEHTHUX OpraHiB, SKi
NpoOBOASATLCA B MpuMilleHHAX MocTavanbHuka
3rigHO 3 3aKOHOaBCTBOM YkpaiHu.
MMocTavanbHMK  Mae  HagatM  OOKNagHy
iHdopMmauito TpeTim ocobam (gus. po3gin 3.2),
a TakoX CMOCTEPEXHUM opraHam Tinbku nicns
nonepeaHboro  MOFOAXEHHS 3  KOMMaHiet
«BCX».

lNocTayanbHUK rapaHTye, WO B pasi, Konu
LbOro BMMaraTUMe 3akoH, BiH MPU3HA4YnUTb
ogiLepa i3 3axuUCTy KOpPNopaTUBHUX AaHWX, a
TakoX MoBiaoMnTb KoMmnaHii « BCX» KOHTaKTHI
AaHi Takoro daxiBus 3 METO BCTAHOBJIEHHS 3

HUM npsamoro 3B'aA3ky (aue. [Hopatok 1).
MocTtavanbHWK Mae HeramHo iHdoOpMyBaTU

komnaHito «BCX» B pasi 3amiHM odiuepa i3
3axXuUCTy AaHUX.

CeKpeTHiCTb AaHUX Ta 3B’A3KY

lMocTavanbHWK NIATBEPOXKYE, WO AOMY BiJOMO NpPO
Jitode 3aKOHOOABCTBO 3aXUCTY AaHuX, | rapaHTye,
WO [0 noyatky obpobku AaHMX BiH O3HANOMUTL
NpaLiBHUKIB, SIKUM JOPYY4EHO BMKOHAHHA poOOIT, 3
NMOMNOXEHHSAMU MNPO 3axXMCT JaHWUX, akTyanbHUMU

ans
cneuianbHMx 3060B’AA3aHb  3aXMCTy [aAHUX,

HUX, Ta HagacTb M IHCTpyKUii LWo[o

AKi



from this Agreement, the existing obligation to
instruct resp. obligation in terms of purpose and the
obligation to maintain data secrecy.

7. Warrant of technical and organisational
security measures

7.1 The Supplier warrants that it shall take the
technical and organisational security
measures to fulfil the requirements of data
protection under Turkish Law before data
processing activities commence. The parties
have stipulated the security measures

currently being taken in Annex 2.

7.2 The Supplier shall adapt the technical
security measures to the respective state-of-
the-art, whereby the Supplier shall ensure
that they do not fall short of the security level
of the measures stipulated in Annex 2. The
Supplier shall submit material changes to
the security measures to BSH in due time in
advance for examination and shall only
implement them with the consent of BSH.
The Supplier shall document changes to the
technical and organisational measures and
make the documentation available to BSH
without being requested to do so.

BSH reserves the right to implement
measures to detect misuse, if applicable
also by inspecting personal data (unique
identifier and name, contact data) of the
Supplier's employees accessing BSH'’s
systems. The Supplier shall ensure the
lawfulness of the use of such data by BSH
through internal measures which can also
include the involvement of employee
representatives.

7.3

7.4 The Supplier shall provide BSH with the
information in accordance with related

legislation.

8. Enquiries from BSH’s employees

If BSH is obliged, pursuant to applicable data
protection laws, to provide information or make
notifications to its employees on the collection,
processing or use of data relating to the employee
personally or to fulfil deletion or blocking rights, the
Supplier shall support BSH here to an appropriate
extent free of charge.

BANMUBaOTL 3 Uboro [loroBopy, 3 HasiBHUM
30008B’A3aHHAM OO0 HaJaHHS IHCTPYKLUIN Npo Uini
0bpobkn Ta 3000B’A3aHHSM LWOAO0 36epexeHHs
OaHNX Y TAEMHUL.

7. TapaHTia TexHiYHMX Ta opraHisaginHnx
3axopniB 6e3neku

7.1. MNocTavanbHUK rapaHTye, Lo BXMBaATUME BCiX
TEXHIYHMX Ta OpraHis3auinHnx 3axodie 0e3neku
3 METOH BMKOHAHHS BUMOI 3axXMCTy AaHuX
3rigHO 3 3aKOHOAABCTBOM TypeyvuyumHu [Oo
noyartky 06pobkun OaHuX. CtopoHu
nepenbaumMnu BiONOBIOHI aKTyanbHi 3axogu

6e3nekun B Jogatky 2.

MocTavyanbHUK Mae afanTyBaTM  TEXHIYHI
3axognm Besnekm OO0  piBHA  CydacHUX
TEXHONOTIN Ta rapaHTye, o BOHU
BiANOBigatoTb PiBHIO Oe3nekun, BCTaHOBIIEHOMY
B Jopatky 2. lNocTayanbHMK Mae CBOEYacHO

7.2.

iHopmyBaTn komnaHito «BCX» npo BCi
cyTTeBi 3MiHM g0 3axogiB  6Gesnekn i
peanizoByBaTu X BWKIIIOMHO 3a 3roAolo

KomnaHii. NMocTadanbHUK Mae OOKYMEHTyBaTu
3MiHWM 0 TEXHIYHMX Ta opraHi3auinHux 3axonis
i HagaBaTu [AoOKyMeHTauito komnaHii «BCX»
6e3 0ooaTKOBMX BUMOT UM HaragyBaHb.

7.3. KomnaHiss «k6CX» 36epirae 3a coboto npaBo Ha
peanisauito BiANOBIAHNX 3axofis ans
BUSIBMIEHHA MOPYLUEHb, SKWO L akTyanbHO,
BKJTHOYHO 3 npoBeaeHHAM nepesipokK
nepcoHanbHNX JaHnx (yHikanbHMX
iAeHTUdiKaTopiB Ta iMEH, KOHTaKTHUX AaHWX)
npauiBHuKiB NMocTavanbHUKa, sKi 34iNCHIOTb
goctyn  go  cuctem  komnaHii - «BCX».
MocTtayanbHUK Mae 3abe3neynTy 3aKOHHICTb
BUKOPUCTAHHA UMX AaHUX KomnaHier «BCX»
3a [ONOMOrol BHYTPILLHIX 3axoAiB ©esneku,
AKi TAKOX MOXYTb nepenbadatv 3anyyeHHsi
npeacTaBHUKIB MPaLiBHUKIB.

7.4. TlocTayanbHUK Mae HagaTtu komnaHii «BCX»
iHdbopmauito BignoBiaHO Jo Jito4oro
3aKoHOAaBCTBA.

8. 3anutu Big npauiBHUKIB KOoMmnaHii «kBCX»

Akwo  komnaHis  «BCX» Gepe Ha cebe
3000B’sA3aHHSA HagaBaTu iHcbopmau,ito un
iHdopMyBaTV CBOIX NpauiBHUKIB Npo 36ip, 06pobky
UM BUKOPUCTAHHSA OaHuX, MOB’A3aHMX 0CobucTo 3
npauiBHukamu, abo peanisoByBaTu npaBa Ha
BMOANEHHss 4 OnOKyBaHHA iHpopmauii 3rigHo i3
3aCTOCOBHUMM 3aKOHAMW TMpPO  3aXMUCT  LaHUX,
MocTayanbHUK Mae HagaBaTM komnaHii «BCX»
0Ee3KOLITOBHY Ta HanexHy NigTPUMKY 3 BMKOHAHHS
UMx 3060B’sA3aHb.
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9.3

9.4

9.5

10.
10.1

Control of data processing

BSH shall have the right to satisfy itself on a  9.1.

regular basis and when required at short
notice in specific cases of compliance with
the provisions of this Agreement at the
Supplier's premises. The Supplier shall be
obliged to provide information and to
cooperate.

Data processing shall be controlled on a
regular basis and when required at short
notice in individual cases by obtaining the
Supplier’s voluntary disclosure of
confidential information, if applicable also
through controls at the Supplier’s premises
(hereinafter referred to as on-site controls) in
order to satisfy itself of compliance with the
technical and organisational measures (see
section 7) taken at the Supplier’s premises.

BSH shall have the right to make the
controls itself or have the controls made by
third parties commissioned who shall be
obliged to maintain secrecy. Notice of on-
site controls must as a rule be given 14 days
in advance and shall generally take place
during normal hours of operation at the
Suppliers  site, if possible  without
interrupting operating procedure.

The Supplier shall actively support BSH in
exercising its right of control, shall allow
BSH access during on-site controls to the
data processing systems relevant for
commissioned data processing and shall
support BSH during the controls to an
appropriate extent free of charge.

The Supplier shall support BSH in particular
during data protection controls by
supervisory authorities and, if commissioned
data processing is affected, shall implement
requirements of the supervisory authority
immediately in agreement with BSH.

Enlisting the services of sub-suppliers

The Supplier's enlistment of the services of
sub-suppliers to execute the order according
to this Agreement shall require the express
prior written consent of BSH if, in enlisting
their services, it cannot be excluded that a

9.

9.2.

9.3.

KoHTponb 06po6ku gaHux

KomnaHnis «BCX» mae npaBo 3gincHioBatu
PerynspHuin  KOHTPOrib, 3 KOPOTKOCTPOKOBUM
NnoBiJOMMEHHAM NMPO NPOBEAEHHS NepeBipku B
ocobnmMBMx BMNagkax Ta 3a  BMMOIOIO,
BMKOHAHHS MONOXeHb uboro [loroBopy B
npumMilleHHax NoctayvanbHuka. NocTtavanbHUK
Gepe Ha cebe 3000B'si3aHHA HagaBaTh
noTpibHy iHdopmauilo Ta cniBnpautoBatn 3
koMnaHieto «BCX».

O6pobka paHux nignarae perynsipHomy
KOHTPOIHO, 3 KOPOTKOCTPOKOBUM
NOBIAOMITIEHHSIM B OKPEMWX BMMadkax Ta Ha
BUMOTY, LUMASXOM OOEPXKaHHA KOHMIAEHUiIHOT
iHdbopmauii yepes nobposinbHe
posronoweHHs [loctavyanbHMKOM, SKWO LUe
aKTyanbHO, a TaKOoX LIAXOM 3AiNCHEHHS
nepesipok B NpuUMilLeHHAX [locTavanbHuka
(manmi— «nepeBipka Ha Micui») 3 MeTOH
3abe3neyeHHst BUKOHaAHHS  TEeXHiYHMX Ta
opraHisauiiHux BuMmoOr (gme. po3gin 7) y
npuMiLLeHHAxX MNocTtavanbHuKa.

KomnaHris «BCX» mae npaBo 3gincHioBaTh
KOHTPOMb CaMOCTiINHO abo HavmaTtn Ans Lboro
TpeTix ocib, ski 3060B’A3aHi AoTpuMyBaTMCA
cekpeTHocTi. [1oBiAOMMEHHS Npo nNpoBedeHHs
nepeBipkn Ha Micli HagcunaeTecs 3a 14 gHiB
0O [aTn nepesipk4, i nepeBipka 3a3Bu4an
NpoOBOAUTLCS MPOTATOM 3BUYAMHUX POBOYMX
roogmH ob’ekta  [locTayanbHuka,  SAKLWO
MOXnMBO, 6e3 mepepuBaHHA TEXHOSOrYHOro
npouecy.

9.4. MocTavyanbHMK Mae HagaBaTu kKoMmnaHii «BCX»

dieBy nigTpyMKy B peanisauii il npasa
KOHTpOMIo, HagasaTu M OOCTyn A0 cuUcTem
06pobkn JaHuX, akTyanbHux Ans o6pobku
AaHNX Ha 3aMOBMEHHs, MPOTArOM MnepeBipoK
Ha MicLi, a TakoX Hagae KOMMaHii BigNoBigHy
6e3KoLITOBHY MIATPUMMKY Mig Yac nNpoBedeHHS
nepesipoK.

9.5. MocTavyanbHUK Mae HagaBaTu koMmnaHii «BCX»

10.

ocobnuBy nigTPMMKY Mig  4ac nepeBipku
3axucTy OaHuXx, sKa npoBOANTbLCS
YNOBHOBaXEHUMW HArNs4oOBUMW  OpraHamu;
AKWO nig Yac obpobku Ha 3aMOBMEHHSA OaHi

3a3HaloTb BBy, [locTavanbHUK  Mae
HeranHo 3acTocyBaTu BUMOTIY
YNOBHOBa)XEHOr0  HAarnsgoBoro oOpraHy 3a

Noro)keHHAM 3 komnaHieto «BCX».

3anyyeHHs nocnyr cyonigpAagHuKIB

10.1. 3any4yeHHs MNMocTavyanbHMKOM CyOniapsaaHuKiB

ANs  BUKOHaHHA  3aMOBIIEHHS 33  UUM
Jorosopom BMMarae nonepeaHbLOro
NMCLMOBOro A03BoNy KoMmnaHii «bCX», Akwo
nig Yac 3anyyeHHs iXHiX Nocnyr He BUKIIOYEHO



10.2

10.3

10.4

11.
111

11.2

sub-supplier can access personal data of
BSH. As condition for consent, the Supplier
must prove to BSH that the Supplier
selected the sub-supplier with due care and
special consideration of suitability according
to local data protection law and the technical
and organisational measures taken by the
sub-supplier .

The Ordering Party herewith now gives its
consent to the Supplier's commissioning of
the sub-suppliers specified in Annex 1.

If and in so far as BSH’s data are resp. shall
be accessible to the Supplier's sub-
suppliers, the Supplier shall ensure by
written obligation that the provisions agreed
herein and any supplementary instructions
of BSH also apply to the sub-supplier. The
Supplier shall check compliance with these
obligations at the sub-supplier’'s premises at
regular intervals. The Supplier may only
pass on BSH’s data to the sub-supplier after
conclusion of an agreement according to this
section.

The Supplier shall ensure contractually that
BSH is entitled to the same rights of control
in respect of the sub-supplier as BSH is
entitled to according to this Agreement in
respect of the Supplier (see section 9). This
shall be ensured in such a way that BSH,
irrespective of the Supplier's responsibility
for the sub-supplier, is entitled to these
rights directly in respect of the sub-supplier.

Power of disposition over data

If BSH’s data at the Supplier's premises are
jeopardised through attachment or seizure,
by insolvency or composition proceedings or
by other events or third-party measures, the
Supplier shall notify BSH immediately. The
Supplier shall notify all responsible parties in
this connection immediately that the
jurisdiction of and title to the data resp. data
carriers lies exclusively with BSH as
responsible entity. The Supplier shall mark
data carriers that include BSH’s data as the
property of BSH.

The defence of the right of retention within
the meaning of Article 594 and following
articles of Ukrainian Civil Code is excluded

goctyn cybnigpsgHuka [0 nepcoHanbHUX
paHux «bCX». [Ona ogepxaHHs  3rogu
MocTavanbHUK Mae goBecTn KomnaHii «BCX»,
Wwo BiH obpaB cybnigpagHMka 3 HanexHo
obepexHicTio Ta 3 ypaxyBaHHAM  WMOro
npuaaTHOCTI A0 BUKOHaHHA poOIT 3rigHO 3
MiCLEBMM 33aKOHOM MpO 3axMCT [aHuxX Ta
TEXHIMHMMW 1 OpraHisauinHUMKM  3axodamu,
BXUTUMW LUUM cybnigpsagHUKoOM.

10.2. 3aMOBHMK UMM Hagae 3rody Ha 3anyyeHHs

MNocTavanbHUKOM

3a3HadeHux y JogaTky 1.

cybnigpagHukie,

10.3. Akwo aaHi komnaHii «bCX» 6yayTb AOCTYNHI

ansa cyénigpsigHukie MNMoctavansHuka (a Takox
y 06casi, B AkOMy BOHW ByayTb IM OOCTYMHI),
[MocTavanbHMK Mae  yknacTu  NUCbMOBE
3060B’'s13aHHS AOTPUMAHHS Takum
cybniapsagHUKOM BCIX MONOXEHb, MOTOKEHMX
y uboMy [oroBopi, Ta Oyab-SKux A04aTKOBUX
iHCTpyKUin komnaHii «BCX». [MocTtavanbHuK
Mae PperynspHo MepeBipsiT  OOTPUMAHHS
cybnigpsgHmMkamm 3000B’s13aHb y
NPUMILLEHHSIX, ae BOHU npauoTb.
[MocTavanbHMK  MOXe nepegaBatv  AaHi
komnaHii «BCX» cybnigpagHvkam Tineku nicns
YKNageHHs BignoBiQHOrO [OroBopy 3rigHO 3
LM MYHKTOM.

10.4. lNMocTavyanbHMK Mae 0OyMOBWUTM B O0OroBOPI,

wo komnaHis «bCX» mae Ti cami npaBa Ha

NPoBEOEHHS nepesipku DiSANbHOCTI
cybnigpsigHuka, €Ki BOHAa Mae 3a  UuM
HoroBopom wopo [loctavanbHuka (Ous.
po3ain 9). Lle gactb 3mMory rapaHTyBaT, LIO
komnaHia  «BCX» matume npaBa Ha
G6esnocepedHl0  nepeBipky  cybnigpsgHuka
He3arnexHo Big BiQNOBiAaNbHOCTI

MocTavanbHMKa 3a Uporo cybnigpsaHuka.

11. MNoBHOBaXeHHS1 PO3NOPSAAXKEHHA aHUMMU

11.1. AKWOo BWHWKAE PU3NK 3aXOMNEHHA AaHUX

KOMMaHii «BCX» y NPUMILLIEHHAX
MNocTavanbHuka BHacnigokK
HennaTocnpoMOXHOCTi  abo  npoBagXeHb

WoAo cknagy KoMmnaHil 4v iHWuX noAin um
3axodiB  TpeTix ocid, [locTtadanbHUK Mae
HeramHo iHdopMyBaTU MpPO Ue KOMMaHito.
lMocTavanbHUK Mae HeranHo iHopmyBaTh BCi
BignoBiganbHi CTOPOHM npo Te, wo
IOPUCOMKUIS Ta NpaBO BMACHOCTI Ha AaHi Ta
HOCIi JaHuX HanexaTb BUWKMYHO KOMMaHil
«BCX» gk BignoBiganbHii  opraHisauii.
lMocTayanbHUK  Mae  HaneXHUM  YMHOM
MapKyBaTuM HocCil AaHux, €Ki MICTATb AaHi
«BCX», Ik BNnacHiCTb KOMNaHil.

11.2. 3axucTt npaBa Ha YTPMMaHHSA B 3HAYEHHI

cTtaTTi 594 Ta noganbwux ctaten LusinbHoro
Kogekcy  YKpaiHM  BUKNIOYEHO  CTOCOBHO



with respect to BSH’s processed data and
the related data carriers.

12. Deletion of data and return of data
carriers

12.1 After the service has been provided or
earlier at BSH’s request, at the latest when
the Individual Contract ends, the Supplier
shall deliver to BSH all documents which
have come into its possession, results
created from processing or use and
databases which are connected with the
order relationship, or shall destroy them in
accordance with data protection law with the
prior consent of BSH. This shall also apply
to test and scrap material. The report of
deletion must be submitted upon request.

12.2 Documents which provide proof of proper
data processing in accordance with the
order must be retained by the Supplier in
accordance with the respective retention
periods after the contract ends. The Supplier
may deliver them to BSH at the end of the

contract, thereby discharging itself.

13. Indemnification

The Supplier undertakes to indemnify BSH against
liability claims of third parties or employees of BSH
which are based on breach of duty by the Supplier.

00pobneHux paHux komnaHii «BCX» Ta

CMNOpPiAHEHNX HOCITB OaHKX.

12. BupaneHHsa AaHUX Ta NOBEpPHEHHs1 HOCIIB
AaHnx

12.1. Micns HagaHHs nocnyr abo paHiwe, Ha
BuMoOry komnaHii «bCX», wWoHannisHile Ha
aaty 3aBepweHHss OCHOBHOro [OroBopy,
MocTavyanbHUK Mae nepegatnm  KomnaHil
«BCX» BCi OOKYMEHTM, SIKUMW BiH BOJOJiE,
pe3ynbTaTt 06pOo6KN UM BUKOPUCTAHHS OaHUX
Ta 0a3n gaHux, NoB’si3aHi 3 3aMOBMNEHHSIMM,
abo 3HULWNTKM X 3rigHO 3 3aKOHOM MpPO 3axucT
JaHuX Ta 3a nonepenHbLO 3rogo KOMMaHii
«BCX». Te came cTOCYyeTbCA TeCTOBMX Ta

BiabpakoBaHmXx mMatepianis. 3BiT npo
BUOANEHHS Y/ 3HULLEHHA OaHWX HadaeTbes
Ha BMMOTY.

12.2. MNMocTavyanbHWK Mae 36epiraTm JOKYMEHTH, SKi
nigTBEPOXKYIOTb  HamnexHy 00pobKy gaHux
3rigHo 3 3aMOBEHHSIM, npoTAromM
BU3HAYEHOrro Yacy nicnsi 3akiH4eHHs1 CTPOKY Ail
poroBopy. lNMoctayanbHUK MOXe nepegaTtn ix
komnaHii «BCX» nicns 3akiH4eHHa CTpoKy Aii
OOroBOpY, Yy Takul Cnocib 3BiNbHMBLUMCE Big
noganbLumx 3060B’A3aHb.

13. BipwkoayBaHHA

MoctavanbHuk 6Gepe Ha cebe 3060B’A3aHHSA
3BiNbHMUTM KoMMaHito «BCX» Big BignoBiganbHOCTI
Ta npeTeHsin TpeTix ocib 4n npauiBHUKIB KOMMaHii,
sKi 0asylTbCA Ha nopylleHHi [locTayvanbHUKOM
cBOiX 060B’A3KIB.

Annexes: Dopartku:

Annex 1: Order-Specific Description of the [Hdogatok1. Onuc Ttmny Ta obcary obpobku
Type and Scope of Commissioned Data pgaHux 3rigHO 3 BiAMNOBIAHMM 3aMOBEHHAM
Processing

Annex 2: Technical and Organisational [dopgatok 2. TexHi4Hi Ta opraHisauiiHi 3axoam
Measures

............................. Supplier/MocTayanbHUK

Yer Tarih Yer Tarih
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isim imza
isim imza isim imza
Annex 1 DopaTtok 1

to the Data Protection and Data Security
Agreement for Data Processing by Third Parties
Commissioned by BSH

Order-Specific Description of the Type and
Scope of Commissioned Data Processing

1. Scope, type and purpose of the intended
collection, processing or use of data

1.1 Supplier’s services
These are specific to the handling of personal
data according to the
L specifications in Annex ___to the Individual
Contract;
AND/OR
I if the scope of collection, processing or use
of the data is not specific or not sufficiently
specific in the specifications, according to
the following:
1.2 Place of data processing

The data shall be collected, processed and
used by the Supplier exclusively in the territory
of

no [HoroBopy npo 3axuct i 6esneky gaHux Ans
00pobkn pgaHmMx TpeTiMm ocobamu, 3anydeHuMmn
komnaHieto «bCX»

Onuc TMny Tta o6csAry o6pobkn paHux 3rigHo 3
BiANOBIAHMM 3aMOBJIEHHAM

1. O6car, T™dn i udini 06pobkn Ta
BUKOPUCTAHHA JaHUX

36opy,

1.1. Nocnyru MNocTtavyanbHuUKa
Mocnyru cTocyoTbCs KOHKPETHOT 06p0o6KM
nepcoHanbHUX AaHWX 3rigHo 3
[0 Bumoramu B dogatky _ ao Okpemoro
AoroBsopy;

I/ABO

[J sakwo obcsar 36opy, 06pobkm Ta
BMKOPWUCTaHHS AaHUX He 3a3HaveHo abo He
OOCUTb JOKNaAHO onucaHo y BUMorax, a
came:

1.2. Micue 06po6ku gaHux

MocTavanbHuKK 34incHoe 36ip, 06pobky Ta
BUKOPUCTaHHS AaHNX BUKITIOMHO Ha TepuTopil
I Ykpainu



1.3

1.4

[] contact data (e.g. telephone, email)/

OO0 Ukraine
AND/OR

1 Member States of the European Union (EU)
/ European Economic Area (EEA):

(State country and place of data
processing)

AND/OR

U the third countries set forth below
(requirements of Turkish data protection
provisions must be fulfilled):

(State country and place of data
processing)

Place of data storage

During commissioned data processing, BSH’s
data shall be

I temporarily stored at the Supplier’s
premises.

OR

[ permanently stored at the Supplier's
premises.

OR

I not stored at the Supplier’s premises
because the Supplier processes the data
exclusively with BSH’s IT systems.

Scope of the data processing

Within the scope of commissioned data
processing, the Supplier shall collect, process
or use

approx. data sets

O once

O per month

O per year.

2. Type of data/ Tun aaHux

1.3.

I/ABO

[J kpaiH-yyacHuub €sponencbkoro Cotosy
(EC)/EBpONENCbKOi EKOHOMIYHOI 30HU
(EE3):

(kpaiHa Ta micLe 0OpoOKK gaHUX)

I/ABO

I TpeTix KpaiH, 3a3Ha4YeHMX HKYe (3rigHo 3
BMMOramu 3aKoHof4aBcTBa TypeyvyynHu npo
3aXMCT AaHuX):

(kpaiHa Ta micue 0bpobku gaHuX)

Micue 36epiraHHAa gaHnx

MMig Yac 06pobkM oaHMX Ha 3aMOBIIEHHS AaHi

1.4.

KomnaHii «BCX»:

OO0 TumuyacoBo 36epiratoTbCsl B NPUMILLIEHHSIX
MocTavanbHuKax;

ABO

] nocTirHo 36epiratoTbCsl B MPUMILLEHHSX
MocTavanbHuWKa;

ABO

L] He 36epiraloTbCs B NPUMILLEHHAX
[NocTavanbHuUka, ockinbkn NoctavYanbHUK
06pobnsie AaHi BUKMIOYHO 3 BUKOPUCTAHHSAM
IT-cuctem komnaHii «BCX».

O6c¢csar o6po6ku gaHUx

B 06casi 06pobkn AaHNX Ha 3aMOBMEHHS
MocTavanbHKk 36upae, 06pobnsie abo
BMKOPUCTOBYE:

I'IpVI6J'Il/I3HO MacuBiB JaHUX

[0 ogHopasoBo;
O Ha micaup;

O Ha pik.

[J Other/Further data categories / IHwe/IHLWi



KOHTaKTHi AaHi (Hanpuknag, TenedoH, KaTeropii gaHux:
erneKTpoHHa NoLuTa);

O data from the initiation of a contractual

relationship (e.g. interest in product,
contract)/
AaHi NPo NOYaTOK KOHTPAKTHUX

BiOHOCUWH (Hanpuknag, 3auikaBrneHicTb
Yy MPOAYKTi, KOHTPAKT);

[ data from the implementation of a
contractual relationship (e.g. contract
billing and payment data)/

OaHi Npo peanisauito KOHTPaKTHUX
BIOHOCWH (Hanpvknag, BUCTaBIEHHS
paxyHKiB Ta AaHi Npo onnaTy);

1 Marketing data (e.g. consents,
objections to advertisements)/
MapKeTUHIoBI AaHi (Hanpuvknag,
003BOMWY, 3anepeyeHHsi peknamm);

L0 employee master data/
BUXiZHI AaHi NpauiBHMKa;

1 employee performance data/
MOKa3HWKM NPOAYKTUBHOCTI
npauiBHVKa;

[ interview/survey data/gani npo
cnisbecigy/onuTyBaHHs;

[ usage data from telemedia services
(e.g. from websites, apps for mobile
devices)/

OaHi Npo BUKOPUCTaHHSA
Tenemegianocnyr (Hanpuknag,
nepernsg Beb6-canTiB, MOBINbHI
aopaTtku);

[0 usage data from telecommunications
services (e.g. telephone usage data)/
AaHi Npo BUKOPUCTaHHSA
TenekoMyHikauinH1x nocnyr
(Hanpwvknag, AaHi NPO BUKOPUCTAHHSA
TenedoHy);

[ protocol data of IT systems (e.g.
access protocols)/
OaHi npoTtokonis IT-cuctem
(Hanpuknag, NpoToKONWM JOCTYyNY).

. Group of data subjects/I'pynu cy6’ekTiB gaHnx

[0 employees / [J Other/Further data subjects/IHwe/IHWwi cy6’ekTn
npaviBHUKY; JaHuX:

[ contact partners at business partners/
KOHTaKTHi ocobu BisHec-napTHepiB.;

[0 end users/kiHUEBI KOpPUCTYBaYi;

(1 job applicants/npeTeHaeHTN Ha

poboyi nocaau;



O advertising contacts/peknamHi areHTu;

L1 website visitors/siasinysadyi Be6-
cawTiB;

[J users of IT systems/kopuctysaui IT-
cucTem.

4. BSH’s data protection instructions
specific to the order (to be completed if
instructions are not sufficiently specific in
the specifications or Annex 2)

4. IHcTpyKUii KomnaHii «BCX» wopno 3axmcrty
AaHuX BiANoBiAHO A0 3aMOBEHHS
(3anoBHIOETLCA, AKWO BUMorn abo flopatok
2 He MICTATb AOKNaAHUX iIHCTPYKLIiN)

5. Contact data of the Supplier's company
data protection officer

5. KoHTakTHI paHi daxiBua NocrayanbHuka 3
NUTaHb 3aXMCTY KOPNOPaTUBHUX BAHUX

(Surname, first name)

(npisBuLle, iM’S)

(Position resp. company if external data
protection officer)

(nocapa i Ha3Ba koMnaHii, sSKWo ¢axieLb
npautoe B iHLWIN KOMMaHii)

(Telephone, fax, email)

6. Instruction recipient (authorised to
receive data protection instructions
from BSH)

(TenedoH, dakc, enekTpoHHa noLTa)

6. OpepxyBau iHCTPyKLin (0coba,
yrnoBHOBaXeHa ofepXyBaTu iHCTPYKLil npo
3axMcT AaHuX Big koMmnaHii «5CX»)

(Surname, first name, position)

(npi3BuLLe, iM’A, nocaga)

(Telephone, fax, email)

(TenedoH, hakc, enekTpoHHa noLuTa)

7. List of the Sub-Suppliers Commissioned by the Supplier/
Mepenik cybniapsaHukiB, 3anyyeHnx NoctayanbHMKOM



Name of the sub- Function (scope Place of the Transmission/Access to

supplier's company with of commissioning | data BSH’s personal data (type of
company’s registered by the Supplier)/ processing/ data and group of data
office/ ®yHkuia (obear Micue subjects)/
HasBa komnaHii pobiT, 06pobku Mepepayva Ta goctyn oo
cybnigpsgHuka Ta agpeca | AeneroBaHmnx AaHunx nepcoHanbHux gaHmx «bCX»
3apeecTpoBaHoOro ogicy MocTavanbsHMKOM) (Tvn gaHux Ta rpyna
cyb’ekTiB gaHmx)

1.

2.

3.

4,

5.

Annex 2 Donatok 2

to the Data Protection and Data Security ago [HdoroBopy npo 3axucT i 6e3neky gaHux Ons
Agreement for Data Processing by Third Parties o06pobku pgaHux TpeTiMM ocobamu, 3any4yeHumMu
Commissioned by BSH komnaHieto «bCX»

Technical and Organisational Securit L . .
9 Y Texwiunita opraHisauinHi 3axoau 6e3neku

Measures
covering page TuTynbHa cTopiHka
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